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Introduction

[Organisation’s name] provides IT facilities for promoting its charitable objects. IT facilities provide access to a variety of services, which are either hosted by [Organisation’s name] or by external agencies, including the Internet. [Organisation’s name] recognises that IT is an important aspect of the work of its employees, and that appropriate use of IT facilities provides benefits for the organisation.

The aim of this policy is to ensure that [Organisation’s name] staff, in using IT facilities, comply with and promote appropriate code of conduct and usage, existing [Organisation’s name]policies and regulations, and operate within the provisions set down in civil and criminal law. 

Scope of the Policy

The policy applies to all staff of [Organisation’s name], at all levels of seniority, and to all contractors and visitors who use [Organisation’s name] IT facilities. It applies to all IT facilities which are owned, leased or hired by [Organisation’s name]; all IT facilities used by staff either at the [Organisation’s name]premises or connected to the [Organisation’s name]networks; and all IT enabled communications entered into on behalf of [Organisation’s name].

Associated Regulations, Policies and Procedures

Use of [Organisation’s name]’s IT facilities is subject to the following regulations:

· Data Protection Act 1998

· The Copyright, Designs and Patents Act 198

· The Copyright and Rights in Databases Regulations 1997

· The Computer Misuse Act 1990

· Regulation of Investigatory Powers Act 2000

· Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (LBP Regulations)

· The Human Rights Act 1998, Article 8

· The Obscene Publications Act 1959

· The Protection of Children Act 1978 

· Disciplinary Procedure of [ORGANISATION’S NAME]
Diversity Policy of [ORGANISATION’S NAME]
Security

Use of certain facilities requires prior registration and the granting of a user code and/or an individual password. A personal user code and password are the property and responsibility of the individual to whom they are issued. Staff must not divulge such information to any other person, unless given specific authority by the relevant Line Manager, or where the role includes network/system supervisory responsibility.

If the workstation of a member of staff is located in an area where members of the public or visitors to [Organisation’s name] can see the information on screen, the PC should not be left unattended whilst still logged into the network. A member of staff should log off as a user and log back on when returning to the workstation. This does not involve shutting down the PC.

Selecting Good Passwords 

Rationale

The object when choosing a password is to make it as difficult as possible for a hacker to make educated guesses about what you've chosen. This leaves them no alternative but a brute-force search, trying every possible combination of letters, numbers, and punctuation. A search of this sort, even conducted on a machine that could try one million passwords per second (most machines can try less than one hundred per second), would require, on the average, over one hundred years to complete.

 What Not to Use

· Don't use a password shorter than six characters. 

· Don't use your login name in any form (as-is, reversed, capitalised, doubled, etc.). 

· Don't use your first or last name in any form. 

· Don't use your spouse or child's name. 

· Don't use other information easily obtained about you. This includes registration plate numbers, telephone numbers, social security numbers, the brand of your car, the name of the street you live on, etc. 

· Don't use a password of all digits, or all the same letter. This significantly decreases the search time for a hacker. 

Don't use a word contained in (English or foreign language) dictionaries, spelling lists, or other lists of words. 

What to Use

· Do use a password with mixed-case alphabetic characters. 

· Do use a password with non-alphabetic characters, e.g. digits or punctuation. 

· Do use a password that is easy to remember, so you don't have to write it down. 

Do use a password that you can type quickly, without having to look at the keyboard. This makes it harder for someone to steal your password by watching over your shoulder. 

Method to choose secure and easy to remember passwords

· Choose a line or two from a song or poem, and use the first letter of each word. For example, “Alas poor Yorick I knew him well Horatio”, becomes “ApYIkhwH”.

· Alternate between one consonant and one or two vowels, up to eight characters. This provides nonsense words that are usually pronounceable, and thus easily remembered. Examples include “routboo”, “quadpop”, and so on. 

Choose two short words and concatenate them together with a punctuation character between them. For example: “dog;rain”, “book+mug”, “kid?goat”. 

Access

You must not attempt to access [Organisation’s name] systems, networks or databases unless legitimate authorisation has been granted. The granting of a user code and password will constitute authorisation for the use of relevant facilities. However, under no circumstances should you access network areas that you do not have authority to by virtue of your role or responsibilities, nor access password protected folders or files without permission from the authorised user. Occasionally, network security can break down and you can access areas unrelated to your work. You should report any apparent security issues to the Office Manager. 

You must not attempt to access the systems and networks of other establishments either within the United Kingdom or elsewhere, unless:

· The service required is a public or open access facility; or

Authorisation has been obtained from the system/network service provider.

Usage

The following usage is strictly prohibited:

· Using [Organisation’s name] computing facilities to deliberately produce, obtain, store, view, download or distribute images, text or sound files of an obscene, pornographic, offensive or abusive nature.

· Using [Organisation’s name]computing facilities to abuse, racially or sexually, or harass or bully anyone, whether or not employed by [Organisation’s name].

· Using [Organisation’s name] computing facilities to access, view, print or distribute defamatory or knowingly untruthful information or material of an illegal nature. An unacceptable website may be inadvertently entered by clicking on a link, or by a "pop up". Should this happen to any employee, it must be reported immediately to the Chief Executive's office.

· Deliberately introducing any virus, worm, trojan horse or any other harmful or "nuisance" programme or file onto any system, or take deliberate action to circumvent any precautions taken by [Organisation’s name]to safeguard the security of its computer systems.

· Connecting any device into the network of [Organisation’s name] without prior agreement from the appropriate designated authority.

· Changing default settings on software, or downloading and installing new software to [Organisation’s name] computers without prior permission.

· Using [Organisation’s name] computing facilities for commercial gain, for work on behalf of others, or for private business use (unconnected with the legitimate activities of the member of staff), unless prior agreement has been made with the Line Manager for the facilities, and an appropriate charge for that use has been determined.

· Using [Organisation’s name] computing facilities to participate in gambling activities, chat rooms or on-line games.

· Using [Organisation’s name] computing facilities for personal instant messaging, except during the lunch break.

Using your own floppy discs, CDs, etc. with [Organisation’s name] computing facilities.

Personal use of IT facilities must not interfere with the normal course of day-to-day activities. Personal use is therefore recommended before and after work, and during the lunch hour. Carrying out personal financial transactions (eg using a credit or debit card), is at the employee’s own risk.

Receiving and forwarding humour is ill advised, as some humour may be oppressive in nature, or offensive to recipients (see 8.5).

The use of electronic mail (e-mail)

The advantages of email usage

E-mail can be a fast, consistent and cost-effective means of delivering messages and documents across long or short distances. Information can be shared quickly and it can reduce the need to print and distribute information by conventional means.

Disadvantages of e-mail usage:

If used inappropriately, a member of staff, or the colleagues may suffer from information overload syndrome, ie vital information is lost among many irrelevant messages. Inappropriate use of email can also stifle face-to-face communication, or abdicate responsibilities of communicating messages that should be done face-to-face. Because e-mails are quick to compile and despatch, they can be sent without appropriate thought being given to their content, resulting in a permanent record or communication, which the sender may later regret. 

Using e-mail at [Organisation’s name] premises
E-mail systems are primarily for business use, but [Organisation’s name] acknowledges that staff may occasionally use the e-mail system for personal correspondence. In doing so, all staff are expected to adhere to the conduct outlined in this policy. Personal use must not interfere with the normal course of day-to-day work activities.

E-mails should not be used as an alternative to face-to-face communication, or for urgent matters requiring a response, particularly as some members of staff may not check their inbox many times per day.

You should be aware that e-mails might be accessible even when apparently deleted. E-mails are as permanent as memoranda or letters, carrying the same legal and contractual implications. E-mails may be used in a court of law as admissible evidence and, therefore, they must be treated in the same way, with the same care, as any other written material.

The confidentiality of e-mail cannot be assured. You should exercise extreme caution in using e-mail to communicate confidential or sensitive matters. Should it be necessary to use e-mail to communicate confidential information, particularly outside of the [Organisation’s name], you must obtain express permission to do so. For example, from the individual referred to, the originator, or an appropriate Line Manager.

Use of the e-mail system to abuse, racially or sexually, or harass or bully anyone, whether or not they are members of [Organisation’s name], is strictly prohibited. Any incidents of this nature will be dealt with under the ‘[Organisation’s name] Disciplinary Procedure’, and may result in dismissal.

The employee has a responsibility to draft all e-mails carefully, taking into account issues of discrimination, harassment, defamation, copyright infringement, and [Organisation’s name] representation.

An employee must take care in ensuring that an e-mail is addressed correctly. Unnecessary copying to a range of recipients should be avoided.

Sending large attachments (over 500kb) with emails should be avoided.


Infringement

Failure to observe any aspects of this policy may result in a recommendation that the infringement is pursued via the ‘[Organisation’s name] Disciplinary Procedure’, which may result in dismissal.

Infringement by staff of certain regulations may result in penalties under civil or criminal law and such law may be invoked by the [Organisation’s name].

Where a member of staff is aware of an infringement of this policy, they should, in the first instance bring it to the attention of their Line Manager or the designated person within the Department. 

Monitoring

[Organisation’s name] reserves the right to access, read and print out e-mails and to monitor usage of IT facilities in order to ensure their efficient and proper use. Such monitoring will give due consideration to personal privacy. Monitoring refers to such issues as ensuring proper compliance with regulatory procedures, providing evidence to establish facts during an investigation, preventing a crime, and enabling the effective operation of the [Organisation’s name] business process.

Monitoring traffic

This level of monitoring is carried out by software that can record the number of emails sent to various recipients over any period of time. The content or body of the email is not seen.

Monitoring content

Where [Organisation’s name] has reasonable grounds to believe that this policy is being breached, it may read the content of emails. When carrying out this level of monitoring, any personal information seen that does not breach this code will be treated confidentially, and not disclosed to anyone by the person monitoring the email content.

Accessing inbox

As much of [Organisation’s name] business is conducted by email, there may be occasions (eg where a member of staff is off sick, on leave, etc.) where a message is needed in order to continue business activities. In the absence of an alternative, a person’s password may be changed to enable access to specific email messages.


